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Interlinks

http://hamnetdb.net → Map

mailto:dg8ngn@darc.de
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db0fhn:~$ whois dg8ngn

● VHF/UHF/Microwave Manager DARC e.V.
● Active in Frequency Management DARC e.V.
● 44Net IP-Coordination Team, Germany

(Thomas, DL9SAU / Egbert, DD9QP / Jann, DG8NGN)

● One of the founders of the D-Star ircDDB network
(Hans-Jürgen, DL5DI / Michael, DL1BFF / Jann, DG8NGN)

● Profession: System Engineer for Spectrum Monitoring 
Systems at Rohde & Schwarz Munich



  

Abstract
The HAMNET is a high speed amateur radio multimedia network based 
on commercial wireless devices using mainly the 6cm band.

It covers mostly the German speaking region in Europe and is about to grow 
over the language border.

It is using the international coordinated IP-address space of the AMPRNet 
(44.0.0.0/8) and AS numbers out of the 16-bit and 32-bit private AS number 
space to interconnect active regions by external BGP routing.

This paper documents how this network has been deployed and how it is 
interconnected with the international AMPRNet and the Packet Radio 
World.

It will show which tools have been developed and customized for link 
planning, spectrum and network management.

Moreover it will show the challenges we meet with authentication, 
spectrum regulatory questions and non-line-of-sight wireless user 
access.

Finally the vision of a huge intranet for radio amateurs with end-to-end 
communication capabilities will be presented.



  

The network



  

Standard Deployment Example 
Mikrotik

2.3 GHz User Access Antenna
~20 $

5 GHz mid range link
           antenna (MIMO) 
           + build-in trx
Mikrotik QRT-5
~169 $

Router with 4x PoE out
Mikrotik RB750UP
~59 $

2.3 GHz user access trx
Mikrotik Metal 2SHPn
~99 $

5 GHz long range link
           antenna (MIMO) 
Mikrotik mANT30 PA
~129 $

5 GHz trx (MIMO)
Mikrotik BaseBox5
~89 $

LAN+PoE

LA
N

+
P

oE

LAN+PoE

23dBi
30dBi

up to 32dBm



  

Standard Deployment Example 
Ubiquiti User Access

Switch with 4x PoE out
Mikrotik RB260GSP
~55,95 $

5 GHz user access
           antenna (MIMO) + trx
Ubiquiti Nanostation M5
~90 $ each

LAN+PoE

LA
N+P

oE

LAN to Router

LA
N

+
P

oELAN+PoE

North East South West
16dBi

up to 
27dBm



  

Network Management –
Principles & IP Allocations

● Keeping the experimental nature of amateur radio

– Regional network management
– Active regions will get enough resources (IP-

addresses, AS-numbers)
– Active regions will „speak“ eBGP to neighbors

● IP numbers for German regions will be provided by 
the German IP coordination team

https://portal.ampr.org/networks.php



  

Network Management –
ASN allocations (16 bit)

● The HAMNET is using the private AS space as 
noted in RFC 1930 (AS64512 to AS65535) 



  

Network Management –
ASN allocations (16 bit)

● The allocation to different countries is not yet coordinated in a global 
way, thus we try to synchronize our wikis with recent changes:

DL: http://www.de.ampr.org/dokumentation/as-nummern 

OE: http://wiki.oevsv.at/index.php?title=Routing_-_AS-Nummern



  

Network Management –
ASN allocations (32 bit)

● The amateur radio community requested a private AS number block 
within the 32 bit range

● RFC 6996 reflects the new private AS number block 4200000000 to 
4294967294

● No coordination – just experiments and thoughts how to coordinate



  

Routing within a region

● Each region is free to use its favorite routing protocol 
(e.g. OLSR, B.A.T.M.A.N., OSPF, internal BGP)

● Internal BGP is often used

– Full Mesh: Each node needs to talk to each other node 
(more traffic, does not scale → n(n-1)/2 BGP links 
necessary)

– Route Reflector: Each node needs to talk to the route 
reflector (Single point of failure)

– BGP Confederation: ASN block 65510 to 65534 is 
used as internal AS numbers



  

Deployment - Sites
● Get in touch with anybody on this site: 

http://hamnetdb.net/?m=util&func=maintainer 

● They can create an account for you to edit the database

● Or ask me (dg8ngn@darc.de) to get you an account

http://hamnetdb.net/?m=util&func=maintainer
mailto:dg8ngn@darc.de


  

Deployment - Sites

● Login to http://hamnetdb.net

● Click on „Sites“

● Press „New Site“

● Fill the following data into the form:

– Call sign

– Descriptive Name

– Latitude, Longitude and meters above ground

– Comma separated list of maintainers

http://hamnetdb.net/


  

Deployment - Sites
● Click onto your site and scroll down the list 

● Have a look for nearby sites and check the link profile by clicking 
„Profile“

● Check for line of sight (5 GHz) and get in touch with the operator



  

Deployment – Link Budget
● You might want to calculate your link budget to estimate the 

data rate you could achieve

● Check your data sheet of your TRX (e.g. Mikrotik QRT 5)

→ Gain is 23 +/- 1dBi

→ TX level at MCS7 (Modulation and Coding Scheme: 64-QAM 
with Coding rate 5/6) will be 24dBm

→ RX at MCS7 needs -78dBm of receiving power level

● Check additional losses of antenna gain by looking into chart 
„gain vs. frequency“ (if provided by manufacturer)



  

Deployment – Link Budget
● There are many link budget calculation tools on the web

● Pick one and put the worst case values in (e.g. 
http://en.jirous.com/calculation-wifi):



  

Deployment – Link Budget

● Estimated receiving level is -71dBm, so we have 7dB left for 
inaccuracy (e.g. unknown frequency/gain behavior)

● Keep in mind that changing bandwidth from 20 MHz down to 10 
MHz will give you 3dB more gain (respectively 6dB by 
narrowing down to 5 MHz) but the throughput will suffer from 
the same factor (divided by 2 respectively 4)

● Running 2 spatial streams (horizontal and vertical polarization) 
at the same time will give us 130 Mbit/s:

http://en.wikipedia.org/wiki/IEEE_802.11n-2009



  

Deployment – Spectrum Regulatory

● Before deploying a radio link you need to check 
the rules which apply for your country

● Germany
– Automatic radio stations need a special license 

(they get a special call sign e.g. „db0xyz“) from the 
regulation authority „BNetzA“ (200,- € per call sign)

– Different rules will apply per band or even 
frequency ranges (e.g. max. 15W ERP >30 MHz 
and 10 MHz bandwidth maximum) by law



  

Deployment –
Spectrum Allocation Status

● On the most GHz bands we do only have 
secondary status and need to take care that the 
primary user will not be disturbed

● Germany
– If applying for a license the regulatory authority will 

send a request to the primary user
– If the primary user is fine with the planned frequency 

usage a permission will be given by the regulatory 
authority (takes currently around 4 to 5 month)



  

Deployment – Spectrum Sharing

● Sharing with Wifi (Germany)

Amateur Wifi

Max. 15W ERP Max. 1W ERP (if DFS „Dynamic 
Frequency Selection“ and TPC 
„Transmit Power Control“ is used)

Need special License No license necessary

Bandwidth limited 40 MHz and more

Further Restrictions and Rules 
(need to identify, no encryption, 
limited content)

Radar Detection must be 
implemented in the upper 5 GHz 
band

Question: Is it all worth just for 12dB more gain considering that most of 
the wifi networks doesn't take care on DFS, TPC and Radar Detection?



  

Deployment – Spectrum Sharing

● Sharing with Radars is possible due to spectrum 
management (license for radio links only if primary 
user has agreed)

http://www.radareu.cz

Wifi emissions without 
radar detection disturbing 
weather radars...

Rain: Romania
Wifi: Slovakia and Poland



  

Deployment – Spectrum Sharing

● Sharing with other Amateur Radio Applications
– Have a look into the IARU Band plan

– Have a look into your national Band plan

● Germany
– We are running different kind of digital links (Digital ATV, 

Packet Radio, HAMNET)

– The Band plan should specify „bandwidth“ for certain 
frequencies rather than „application types“ to be able to 
consolidate the applications

– e.g. DATV-links can carry TCP/IP, HAMNET can carry 
IPTV and Packet Radio → Build a large backbone for any 
kind of amateur application



  

Deployment - Identification

● Radio amateurs need to identify in regular 
intervals

– ESSID (e.g. HAMNET-DB0ABC-DB0XYZ)

● But is a transmission coming from DB0ABC or DB0XYZ? 
→ Only valid with fixed convention (e.g. AP-Mode = first 
call sign and Station-Mode = second call sign)

→ How to handle Point-to-Mulitpoint Links?



  

Deployment - Identification

– Using locally administered MAC-addresses
● Encoding of call sign into the free bits in a MAC-address

Details and Tools/Scripts available (in German) on:
http://db0fhn.efi.fh-nuernberg.de/doku.php?id=projects:wlan:proposal



  

Deployment - Identification

– Neighbor Discovery Protocols
● There are plenty of neighbor discovery protocols in the 

wild (CDP, LLDP, MNDP, ...)
● Just set the „Identity“ to your call sign and you're fine

Neighbor List of HAMNET Station „DB0DOS“
(Mikrotik and Ubiquiti Devices)



  

Deployment –
AS/IP-Subnet-Allocation

● Regions need to get an AS- and IP-Allocation
– The German IP Coordination is taking care

http://www.de.ampr.org/dokumentation/as-nummern/as-list-de



  

Deployment – AS-Allocation

● Information is reflected in the HAMNETDB

http://hamnetdb.net/?m=as



  

Deployment – IP-Subnet-Allocation

● Information is reflected in the HAMNETDB

http://hamnetdb.net/?m=subnet



  

Deployment – „IP-Subnetting“

● Each region gets a /23 for the backbone (transfernetworks) 
and a /24 for user-/services (sitenetworks)

● Best practice:
– Each site has a single router

– Each site gets a /27 network from the maintainer (leave the next /27 
free in case a network needs to be increased)

– The sitenetwok will be announced by the router to the network

– The sitenetwork can be splitted „internally“ at the site into several 
networks (e.g. /28 for users and /28 for services) → easy firewalling

– Each site uses a /29 transfer network to interconnect to another site 



  

Deployment –
Network Documentation

● The HAMNETDB provides network management 
capabilities

● Data structure (AS, Hosts, Subnets, Sites):
– Hosts belong to sites (user defined)
– Hosts belong to subnets (by nature)
– Subnets belong to AS (user defined)

→ The HAMNETDB is able to visualize data



  

Deployment – Network Documentation Example



  

Deployment – Network Documentation Example



  

Deployment – Network Documentation Example



  

Deployment – Network Documentation Example



  

Deployment – Network Documentation Example



  

Deployment - 
Typical User Setup

44.0.0.0/8
HAMNET / AMPRNet

DefaultrouteKeep 44.0.0.0/8 for 
radio amateurs only !



  

Deployment – DNS

● Each region can run its own DNS Server

● In Germany there is a national DNS concept in place running 
under „de.ampr.org“

● The HAMNETDB can generate DNS zone files for downloading 



  

Deployment – DNS

● Running a DNS Server is quite some work, so we offer 
a service to host „HAMNETDB-synchronized“ zones at 
DB0FHN

● DB0FHN is a DNS-Hub in Germany and will exchange 
with our other two DNS-Hubs DB0RES and DB0TUD

● At DB0TUD there is a script which synchronizes the 
*.de.ampr.org information to the flat ampr.org zone

● There is a dataflow diagram of the international 
distribution of hostname information available 



  



  

Interconnection with the AMPRNet
● Single Point of Failure: DB0FHN (University of applied scienes 

Nuremberg)

● Import of IPIP-Routes into the HAMNET

● Registered as a gateway on portal.ampr.org for several subnets

● There is even a dataflow diagram of the IP Routing available

Extracted from https://portal.ampr.org



  



  

Interconnection with the Packet Radio Network
● DB0FHN connects to the Packet Radio Node „IGATE“ 

(available in the Flexnet based land) 



  

Interconnection with the Packet Radio Network
● The allocation for IGATE is 44.130.254.0/24 and is splitted into fixed 

addresses 44.130.254.1 to 44.130.254.127 (e.g. DG8NGN = 44.130.254.1) 
and dynamic addresses 44.130.254.128 to 44.130.254.253

● Connect with a Packet Radio Terminal to IGATE via your access digipeater 
and type „GETIP“



  

Interconnection with the Packet Radio Network
● Insert the new IP address in your IP stack and try a ping

● Instructions how to interconnect Packet Radio Nodes (XNet) to the 
HAMNET or AMPRNet are available



  

Motivation or „why?“

● The easy answer: „Why not?“

→ „Why?“ is not a valid question in a hobby
● Seriously:

→ Most administrators just want to attach repeaters to 
the internet. So why not deploying the local network 
with net44 addresses rather than RFC1918 addresses 
(10.0.0.0/8, 172.16.0.0/12 and 192.168.0.0/16)?

It doesn't hurt. Just apply for an IP range and use it 
(even if not interconnected to the AMPRNet, yet).



  

Motivation – Connection to net44

● Provide and use services on net44
● Trusted network

– Packets from net44 are supposed to come from an amateur 
radio operator

– Providing gateways to RF is OK without further authentication 
of the individual amateur (e.g. access to the Packet Radio 
Network, access to shared Remote Transceivers, ...)

● End-to-End communication
– NAT is evil...

– No need to struggle around with portforwarding



  

Motivation –
Building a RF backbone

● Backbone for services (cf. Packet Radio Network 
– BBS, Convers, …)

Transport of:
– DATV, VoIP (DMR, D-Star, Echolink), Packet Radio
– whatever you can transport on TCP/IP...

● Build an independent network for emergency 
communication (where the funding could come 
from...)

● It is cool - „Because we can...“



  

Motivation –
Learning & Experimentation

● Building your own Internet
– Technology you usually don't get in touch with 

(Routingprotocols, Server-to-Server VPNs, DNS-
Hosting, …)

– Peering with other groups around the world

● Building your own backhaul
– GHz wave propagation

– System Integration of backhaul technology



  

Application Examples -
FM Repeater Group (SVXLink)

● Hansa-Link Network



  

Application Examples -
FM Repeater Group (Allstarlink)

● Link (Süd) Tirol

Usb Soundkarte

RTX

PC + Software

HamNet

= Link (Süd)Tirol

Usb Soundkarte

RTX

PC + Software

Kronplatz

Gantkofel

Flatschspitze

Tirol (isch lei oans)



  

Application Examples – ATV Livestreaming



  

Application Examples – Social Network



  

Application Examples - Searchengines



  

Application Examples - WebSDR

http://websdr.org



  

Application Examples - Webcams

http://www.foto-webcam.eu



  

ToDo – More bands

● 9cm: More expensive compared to 6cm/13cm
● 3cm: Ubiquiti PowerBridge M10

– not much power

– high price

● 24 GHz: Ubiquiti airFiber AF24
– short range (license free band)

– high price

● Selfmade Up-/Downconverter?
– Full duplex with Mikrotik NStreme Dual possible

● One card in TX mode
● One card in RX mode



  

ToDo – Filters
● 5 MHz bandwidth

– +/- 20 MHz → own signal seen again (lower level)

– +/- 40 MHz → own signal seen again (less lower level)

● 10 MHz bandwidth

– +/- 40 MHz → own signal seen again (lower level)



  

Todo – Better Routing Protocols

● Most routing protocols doesn't take changing conditions on 
a radio link into account
– Packet loss (any kind of reason, e.g. Interference)
– Changing troughput due to adaptive modulation and coding (AMC)
– TX-ccq and RX-ccq (Client connection quality)

→ Flapping routes, unreliable connections...

● There are some protocols to test (B.A.T.M.A.N., OLSR, 
Mikrotik MME)
– Protocols can be tested within a region, however sometimes 

communication between two stations might be better routed using 
a path through an external autonomous system...

– Routing protocols need to be supported by the platforms



  

Todo – User Access Technology

● Connectivity more important than speed
● Reduced bandwidth = less noise →longer range
● Lower band = better for non-line-of-sight 

requirements
● Wishlist

– 70cm band: 2 MHz, 1 MHz, 500 kHz, 200 kHz, 100 kHz
– 23cm band: 10 MHz, 5 MHz, 2 MHz, 1 MHz, 500 kHz, 

200 kHz (10 MHz / 5 MHz available from Doodlelabs)

● We already run D-Star DD 128kbit/s User Access 
on 23cm on net44



  

ToDo – Access to net44

● Access to network 44 needs to be improved
– by RF (more sites, more bands, more technology)

– by VPN (more VPN dial-in gateways)

– by IPIP (better instructions how to join)

– by BGP direct connected networks (more material 
to convince local ISPs to announce net44 networks)

● Access to network 44 needs to be simplified
– Better instructions

– Easier ways to connect

– Better worldwide concept



  

Vision – Intranet for radio amateurs

● We want to create a huge intranet for radio 
amateurs using network44
– Users should be able to provide services for 

radioamateurs in an easy way (e.g. end-to-end 
communication to single devices)

● webcam.dg8ngn.ampr.org
● web.dg8ngn.ampr.org
● notebook.dg8ngn.ampr.org

– The chicken-egg problem will be solved by content 
on the network

● Hambook (Facebook for radio amateurs on net44)
● Interconnected search engines to find content (yacy)



  

Vision – Authentication platform

● Providing services for radio amateurs on the 
internet leads always to the same question:

How can I authenticate radio amateur 
operators?

● We need a global and easy solution to answer 
this question for services like:

D-Star, Packet Radio, Access to net44, Echolink, 
Allstarlink, DX-Clusters, …

● Once we have a global solution more applications 
with access through the internet will be available 
due to easy implementation for programmers
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